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A B S T R A C T

The issue of critical infrastructure protection is still largely based on the concept of critical infrastructure 
resilience. However, it is already clear that this concept must be restructured, primarily due to the adoption of a 
new European Union directive that focuses on the resilience of critical entities that are owners or operators of 
individual critical infrastructures. This directive stipulates, among other things, an obligation for critical entities 
to provide unlimited services necessary for maintaining the most important functions of the state. For this reason, 
it is necessary to pay increased attention not only to strengthening the resilience of infrastructures, but also to the 
management processes of critical entities. Based on these facts, 161 tools suitable for strengthening the critical 
entities internal resilience against small-scale disasters are classified and defined in this article. These 
strengthening tools are defined for both entities and infrastructural resilience. The article further defines the 
environment and procedure for strengthening the critical entities internal resilience, thus expanding the appli
cation of the existing CERA method, which was originally designed for the purpose of assessing the critical 
entities resilience to small-scale disasters. The design part of the article also includes a presentation of an 
example of a practical application of the proposed procedure.

1. Introduction

Critical entities, as owners or operators, play a pivotal role in the 
protection of critical infrastructures through which companies provide 
so-called essential services [1]. These infrastructures are permanently 
exposed to hazards that can cause accidents [2] or incidents [1]. In
cidents can be further classified into small-scale disasters and large-scale 
disasters, depending on the extent of the impacts [3]. From the point of 
view of critical entities and the essential services provided by them, 
small-scale disasters are considered a greater risk, since their occurrence 
reaches a higher frequency [4]. For this reason, it is essential that these 
critical entities and their infrastructures have a high level of resilience, 
which should be cyclically assessed [5] and in case of indication of its 
violation [6] should be strengthened through appropriate tools. This 
resilience can be classified into internal and external in the context of the 
environment [7]. While the critical infrastructure internal resilience is 
ensured by the critical entities management processes, external 

resilience is determined by the external environment in which these 
critical entities and their infrastructures are located.

Strengthening resilience in connection with disasters is currently the 
focus of many states and multinational organizations operating in 
various fields, e.g. in the field of climate resilience [8], resilience for a 
changing climate [9], health resilience to climate change [10], resilience 
to disasters [11], resilience to natural disasters [12], resilience in 
post-disaster situations [13], resilience and response to crisis [14], etc. 
Strengthening resilience in this context mainly concerns society and 
territory. However, within urban areas, significant attention is also paid 
to the resilience of critical infrastructure [15,16].

The need to strengthen the resilience of critical infrastructure to the 
effects of disasters was already declared in 2015 as part of Sustainable 
Development Goal 9 [17]. From the beginning, however, attention was 
paid to the protection of critical infrastructure rather than its resilience, 
e.g. [18–22]. It was only in the following years that publications related 
to the resilience of critical infrastructure began to appear (e.g. [23–28]) 
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and subsequently also tools for its strengthening (e.g. [29–31]). A 
fundamental change in the perception of this issue occurred in 2022, 
when, as a result of the adoption of the European Union directive [1] 
there was a transition from the protection of critical infrastructure to the 
resilience of critical entities [32]. Strengthening the resilience of these 
entities is currently possible mainly through general approaches to 
strengthening organizational resilience (e.g. [33–38]), however, tools 
designed explicitly for strengthening the critical entities resilience have 
not yet been published.

It is evident from the above that considerable attention has been paid 
to strengthening resilience to disasters for a long time, but only in the 
context of the resilience of society or territory. In the context of the 
critical infrastructure protection or resilience, several important publi
cations have been published in the past period. However, in the context 
of the adoption of the directive on the critical entities resilience, no 
comprehensive study regarding strengthening the resilience of these 
entities has yet been presented. Based on these facts, the aim of the 
article is to define tools suitable for strengthening the internal resilience 
of critical entities, both in the field of entities and infrastructural resil
ience. For their practical implementation, the authors also proposed an 
extension of the CERA method, which can now be used not only for 
critical entities resilience assessment, but also for identifying key areas 
where these measures need to be taken to increase the resilience level. 
This concept can be compared to the NIST Cybersecurity Framework 
[39], where so-called controls are used for this purpose.

2. Critical entity resilience system

The essence of this part of the article is a brief definition of back
grounds, which will help the reader to better understand the following 
text. As already stated in the abstract, this article directly follows the 
publication dealing with Critical Entities Resilience Assessment (CERA) 
to Small-scale Disasters [5], thereby expanding this issue and providing 
the reader with a holistic approach to critical entities resilience. For this 
purpose, it is appropriate to perceive the critical entities resilience as a 
system (see Fig. 1), which can be compared to the human brain, where 
the left hemisphere is responsible for entities resilience, the right 
hemisphere for infrastructural resilience and the cerebellum for cyber 
resilience. Based on this concept, it is evident that the Critical Entity 
Resilience System (CERS) is determined by three dimensions (i.e. 
organizational, physical and cyber) that interact with each other.

The CERS is, like any other system, shaped by a set of related 

elements and the links between them [40]. In the case of CERS, these 
elements are the management, processes and critical entity in
frastructures. However, for the proper functioning of the entire system 
and ensuring the required level of its resilience, financial, human and 
material resources are also necessary, which form inputs into this sys
tem. If the system is properly set up and sufficiently resilient, its output 
is essential services [1], which are necessary for the functioning of the 
society.

However, CERS is also influenced by the external environment, and 
the factors of this external environment can be both negative and pos
itive. In the case of negative factors, these are mainly hazards that can 
cause accidents [2] or incidents [1], whereby incidents can be further 
classified into small-scale and large-scale disasters depending on the 
scale of the impacts [3]. A small-scale disaster is defined as “a type of 
disaster only affecting local communities which can require assistance also 
beyond the affected community”, while a large-scale disaster is defined as 
“a type of disaster affecting a society which requires national or international 
assistance” [3]. From these definitions it is clear that the critical entities 
resilience and the essential services provided by them can be addressed 
only against small-scale disasters because in the case of large-scale di
sasters, any level of critical entities resilience is completely insufficient.

As can be seen from Fig. 1, CERS is determined by three dimensions, 
but in the context of this article, only the organizational dimension (i.e., 
entity resilience) and the physical dimension (i.e., infrastructure resil
ience) are explicitly elaborated. The cyber dimension is not elaborated 
separately, but tools for strengthening resilience information and 
operational technologies are integrated into both of these dimensions. 
Resilience in these two dimensions is further determined by components 
(i.e. resistance, robustness, recoverability and adaptability), variables 
and parameters. Defining variables and their parameters was described 
in detail in the previous article [5]. If the level of resilience is insuffi
cient, it is advisable to strengthen it through adequate tools, which in 
this context can be considered as positive factors of the external envi
ronment. However, in order to define these strengthening tools, it is 
necessary to first pay attention to the analysis of approaches suitable for 
strengthening the critical entities resilience.

3. Approaches suitable for strengthening the critical entities 
resilience

Currently, there are very few publications that explicitly deal with 
the issue of strengthening the critical entities resilience. Moreover, these 

Fig. 1. Critical entity resilience system.
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publications are very general in nature and provide only basic infor
mation about possible access [41], challenges for the near future [42] or 
starting points applicable for setting up a probable concept of 
strengthening the critical entities resilience [43]. From what has been 
said so far, it is clear that the analysis of approaches directly related to 
strengthening the critical entities resilience cannot be carried out, pri
marily because of their absence. For this reason, in the following text, 
attention is focused more on the analysis of approaches that are used to 
strengthen the resilience of infrastructures and strengthen the resilience 
of organizational management. Indeed, some of these approaches may 
include areas suitable for strengthening the critical entities resilience.

Across different areas, strengthening the resilience of infrastructures 
is carried out similarly. Most approaches are generic in nature, reflecting 
transnational recommendations or national resilience management 
concepts. Efforts to find suitable procedures and establish priorities or 
strategies for a resilient society are often presented in these types of 
documents, primarily through preventive management and the imple
mentation of individual solutions [44]. Building this resilience can be 
done, for example, through the following categories, i.e. infrastructure, 
situational awareness, planning, procedures, management, training, 
communication and collaboration at horizontal and vertical levels, 
learning lessons, resources and assessment [45,46]. It is also necessary 
to coordinate the basic capabilities of adequate response to an incident, 
monitor, predict, learn and manage resilience itself (i.e. crisis manage
ment, operational risk management, security policies, risk reduction 
process, identification of critical assets, data protection, etc.), and that in 
the field of operation and the infrastructure organization itself [47–49].

For a comprehensive approach to risk management, it is advisable to 
use internationally recognized standards, such as ISO 31000 [50], ISO 
28000 [51], ISO 22316 [52], COSO-ERM [53], ISO/TS 31050 [54] or 
ISO 9001 [55] or guidelines [56], which contribute to the provision of 
the essential services [57,58]. It is clear that it is appropriate to take a 
collaborative approach to incident resolution, create partnerships, build 
collaboration, use and share best practices, enhance decision-making 
capabilities and innovate risk management processes. Furthermore, it 
is necessary to ensure resilient communication systems (secure man
agement of information systems, improvement of information exchange, 
etc.) and to have back-up plans for coordinating work in times of supply 
failures, whether at the input or output of the infrastructures [59–63]. It 
is also necessary that infrastructures are prepared for incidents (i.e. risk 
analysis, identification of vulnerable points, vulnerability reduction, use 
of business continuity plan, disaster recovery plan or incident response 
plan) and the management of the organization adapts its crisis 
communication not only towards employees, but also to stakeholders 
and state administration [61,64,65].

Another important area suitable for strengthening the critical entities 
resilience is the management of the organization, or their collective 
reaction, mainly at the time of the incident [66]. It is desirable that 
management at all levels be cohesive and that so-called team resilience 
training takes place [67]. At the same time, it is advisable to have 
resilience engineering in place, which significantly contributes to the 
prevention of incidents, using the operationalization of proposals (pro
cedures used in operation can also be used in other spheres of the or
ganization), development and testing of these proposals, environmental 
research or focusing on key (problem) components [68]. Organizational 
management must have established bodies, along with adaptive and 
flexible competencies [69,70], prepare for role improvisation [71] and 
actively work with risks based on the security policy or resilience 
concept [72,73], e.g. using a six-pack [74].

An approach such as resilience engineering perceives resilience as a 
system property, i.e. mainly as a setting for the organization of in
frastructures. However, resilience can also be strengthened through in
dividuals (employees), through the development of human resources 
and their sufficient capacity [65]. It is therefore necessary to provide 
adequate training, i.e. set up the training life cycle, create training 
programs [75–77], increase staff qualifications [78], raise and share 

awareness of risks, monitor employee behaviour and reactions to an 
incident, or assign responsibility to individual positions [49,79]. 
So-called resilience training is applied in this area [80], which can be 
divided into preparedness training [81], stress resilience training [82] 
and personal effectiveness training [83]. Team resilience training can 
also be part of this training [84] and resilience engineering training 
[85]. Through these approaches, the development of the ability to 
withstand non-standard situations and respond effectively to them is 
ensured [80].

To strengthen the critical entities resilience, in addition to the above- 
mentioned approaches, those that strengthen the technical resilience of 
individual infrastructures can also be used. In the field of incident 
response, this is, for example, early warning, for which sophisticated 
techniques based on artificial intelligence can be used [29], enabling, for 
example, dynamic adaptations or automatic reactions [86]. Modelling 
and simulation can also be used [87,88] and also the concept of digital 
training or digital twins [47,89,90]. At the same time, it is necessary to 
carry out regular security checks and audits, continuous monitoring and 
technology resilience testing [64], determine the status and perfor
mance of equipment, the status of resource reserves and material secu
rity, or plan equipment repairs [91]. Stress tests are also used to check 
resilience [92] or so-called quality functions (QFD), which are able to 
identify various resilience criteria and subsequently transform them into 
system requirements [93]. Diagnostic systems or technical checklists can 
be used to check the technical parameters of infrastructures [94].

The last important area for strengthening the resilience of in
frastructures and organization management is innovation and resource 
sufficiency (financial, human and material). For this purpose, support 
for research and development, motivation for investment, monetization 
resilience or support for new approaches to subduction are crucial [65,
79,95,96].

The analysis of the approaches suitable for strengthening the critical 
entities resilience has shown that appropriate tools have not yet been 
explicitly defined and properly categorized. In recent years, have been 
noticed only one article that dealt more closely with specific tools for 
strengthening resilience [30]. Furthermore, it is not clear with the 
analysed approaches whether they are usable for the entities or infra
structural resilience. However, the analysis of approaches also shows 
that these two types of resilience are interconnected [97], and therefore 
influence each other. Nevertheless, it is appropriate to categorize future 
tools for strengthening the critical entities -resilience accordingly.

4. Results

From the analysis presented above, it is evident that there is 
currently no comprehensive study that explicitly deals with the 
description of tools and their application in strengthening the critical 
entities resilience. However, on a more general level, some approaches 
have been identified that could be used for this purpose. Based on these 
results, the essence of this part of the article is the classification and 
definition of tools suitable for strengthening the critical entities internal 
resilience against small-scale disasters. Based on their nature, these tools 
are broadly classified according to their applicability to strengthen 
subject or infrastructure resilience in the context of individual compo
nents, i.e. resistance, robustness, recoverability and adaptability. The 
classification of tools on a general level is presented in Fig. 2.

The figure also shows that the individual instruments are classified in 
more detail according to their relationship to specific variables and their 
parameters. A description of variables and parameters is available in the 
article Critical Entities Resilience Assessment (CERA) to Small-scale 
Disasters [5]. In this context, these tools can be likened to the neurons 
that make up the neural network of the brain, in this case the inner 
critical entities resilience. At the same time, however, it is necessary to 
realize that blood is necessary for the proper functioning of this neural 
network, which in the context of a critical entity represents external 
resources provided by the supply chain. Some of these tools can also be 
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used to strengthen the resilience of other parameters (similar to the case 
of synapses in the brain), but only on the condition that these are related 
areas of resilience, e.g. training and personnel training and training to 
deal with incidents. A detailed classification of strengthening tools, 
including their definition, is presented in the following text.

4.1. Classification and definition of tools for strengthening entities 
resilience

First, attention is paid to tools for strengthening entities resilience, 
which are further classified according to their relationship to individual 
components of resilience. The methodological procedure of classifying 
and defining tools was implemented in five steps. First, an analysis of 
approaches suitable for strengthening the critical entities resilience was 

carried out (see Section 3 of this article). Based on the results of this 
analysis, specific tools were selected and their classification was carried 
out. Subsequently, these tools were defined in relation to the critical 
entities resilience. As part of the fourth step, the instruments classified 
and defined in this way were consulted with selected critical entities 
from the Czech Republic and Slovakia. The final step was to incorporate 
the comments of critical entities into the text, which is presented in 
Sections 4.1.1. to 4.1.4. of this article.

4.1.1. Tools for strengthening entity resistance
In the context of the temporal arrangement of the phases of resil

ience, the tools for strengthening the entity resistance are first defined. 
These empowering tools are defined at the level of parameters (see 
Table 1).

Fig. 2. An environment for strengthening the critical entities resilience.
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The resilience of entity resistance is determined by four variables, 
which are risk management, anticipation, security measures and crisis 
preparedness. Tools for strengthening the resilience of these variables 
are presented in the following text.

4.1.1.1. Tools for strengthening risk management. One of the primary 
tools for strengthening the critical entity resilience in the field of risk 
management is a Risk management strategy. It is a tool that is primarily 
related to the prevention of risks and their minimization. A correctly set 
strategy helps not only with the solution of risks, i.e. with their identi
fication, analysis, management, monitoring or communication, but also 
with the optimization of the entire risk management process [98]. It is 
clear that strategic thinking is used at the strategic level, which includes 
a systemic view, a specific goal, intelligent opportunism (flexibility to 
accept alternative solutions), hypothetical orientation (the ability to 
create and test optimal variants) and thinking in time [99].

Another important tool is Integrated risk management. Its essence is 
the combination of three program areas of risk management, i.e. tech
nological/cyber risks, operational risks and corporate/strategic risks 
[100]. Integrated risk management is based on six key activities, i.e. 
strategy, assessment, response, communication and reporting, moni
toring and technology.

For the organization’s risk management, it is advisable to use Soft
ware support tools that enable effective management of not only corpo
rate risks. These tools are primarily helpful in identifying risks, 
evaluating them and mitigating potential risks that could affect the 
provision of essential services. An example is Enterprise Risk 

Management Tools [101], which enable risk identification, risk assess
ment, scenario analysis and risk quantification. Additional features 
include integration with strategic planning processes and automated 
reporting and analytics.

Another important risk management tool for critical entities are risk 
assessment tools. These tools can be classified into three groups based on 
their purpose [102]: 

- Comparative methods, e.g. Brainstorming, Checklist, Ishikawa (Fish
bone), Multi-criteria Analysis, What-if?;

- Analytical methods based on a deterministic approach, e.g. Hazard and 
Operability Studies, Human Reliability Analysis, Preliminary Hazard 
Analysis, Cause-Consequence Analysis;

- Analytical methods based on a probabilistic approach, e.g. Bow Tie 
Analysis, Event Tree Analysis, Failure Tree Analysis, Layer Protec
tion Analysis.

To evaluate the results of the risk assessment, it is advisable to use 
Risk prioritization tools. The prioritization of security risks is a process by 
which, with the help of criteria set by a critical entity, the order of 
identified risks is determined, based on their significance for infra
structure elements. This prioritization is of fundamental importance 
when choosing and implementing security measures, designing a secu
rity concept or creating/updating a security strategy or policy. For this 
purpose, methods of multicriteria analysis can be used in particular, e.g. 
Metfessel’s allocation [103], Fuller’s triangle [104], Analytic Hierarchy 
Process [105], or Failure Mode, Effects, and Criticality Analysis [106].

An important tool for the work of critical entities with risks is the use 
of available Technical standards. These are mainly standards supporting 
risk management not only in general, but also in specific areas: 

- risk management system [50],
- risk assessment techniques [102],
- managing an emerging risk to enhance resilience [54],
- information security management systems [107],
- occupational health and safety management systems [108].

In order for the relevant technical standards to be implemented into 
the processes of the critical entity, it is necessary to develop an Imple
mentation plan. This plan should include a set of activities aimed at 
effectively and systematically applying the selected standards at the 
required time. The core activities of the implementation plan are pub
lication of an internal document, determination and notification of 
responsible persons, description of the process of implementation of 
technical standards, determination of the method of monitoring and 
determination of conditions for updating the implementation process 
[109].

In connection with the implementation of technical standards into 
the processes of a critical entity, attention must also be paid to Revising 
the implemented standards. A critical entity should permanently monitor 
the validity and up-to-dateness of all technical standards that have been 
implemented in its processes. When ensuring that any of these standards 
are updated or replaced by a new standard, they must conduct a pre
liminary analysis of the impact of this change and prepare a process 
review plan [110]. When revising processes, the opinions and comments 
of interested parties, such as experts, dependent organizations or cus
tomers, should also be considered.

The last significant area for strengthening risk management is inci
dent modelling. Modelling programs such as ALOHA Software can be used 
for this purpose [111], OpenFlows FLOOD [112], or FLACS-CFD ex
plosion, fire & dispersion modelling software [113]. It is also possible to 
use Xtended Reality tools to model incidents [114], which include 
Augmented Reality, Virtual Reality, and Mixed Reality.

4.1.1.2. Tools for strengthening anticipation. An important tool for 

Table 1 
Tools for strengthening entity resistance.

Variables Parameters Strengthening tools

Risk 
management

Level of risk management Risk management strategy
Integrated risk management
Software support tools

Risk assessment methodology Comparative methods
Analytical methods based on a 
deterministic approach
Analytical methods based on a 
probabilistic approach
Risk prioritization tools

Implementation of safety/ 
security standards

Technical standards
Implementation plan
Revising the implemented 
standards

Incident modelling Modelling programs
Xtended Reality

Anticipation Preventive control Safety assurance system
Internal control system

Indicating a breach in the 
critical entity resilience

Protective measures index 
(PMI)
Vulnerability index (V-index)
Resilience measurement index 
(RMI)
Strategic tensions assessment 
tool (STAT)
Critical entities resilience 
failure indication (CERFI)

Security 
measures

Guarding Technical standards
Types of security guards

Regime protection Regime measures
Background checks

Crisis 
preparedness

Responsibilities, duties and 
powers

Security and resilience – Crisis 
management

Education and training of 
workers

Employee development and 
education system
Employee training methods & 
techniques

Safety planning and 
documentation

Critical entity crisis 
preparedness plan
Internal emergency plan

Continuity planning Business continuity 
management system
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strengthening anticipation in the field of preventive control is the Safety 
assurance system. The essence of this system is the effective control of 
safety risks caused by a critical entity. The safety assurance system can 
be implemented in various areas, e.g. in the area of health protection at 
work [108] or in the railway sector [115].

Another important tool for strengthening anticipation is the Internal 
control system. With the help of this control system, critical entities can 
record, evaluate and manage risks related to their documented pro
cesses. The internal control system is a tool for comprehensive control of 
the process environment, which can be used in various areas of the 
entity, especially in the areas of risk assessment, process control, 
financial control, compliance control, information and communication, 
and monitoring [116].

Important tools for strengthening anticipation are tools for indi
cating the disruption of the critical entity resilience. Among those 
currently available are, for example: 

- Protective measures index – PMI [117]. Here, attention is paid to 
comprehensive protection across component categories, i.e. physical 
security, security management, security unit, information sharing, 
protection measures- and dependencies.

- Vulnerability index – V-index [118]. This indicator is used in the 
systematic assessment of the position of protection and vulnerability 
of critical infrastructure and key resources. Within this methodology, 
a vulnerability indicator is used, which is central to the preparation 
of sector risk estimate, the analysis of vulnerabilities in the sector and 
sub-sector, to identify ways to reduce vulnerability or to reveal 
strengths and weaknesses in the area of security.

- Resilience measurement index – RMI [119]. The main goal of RMI is to 
measure the ability of critical infrastructure to reduce the size and/or 
duration of the impacts resulting from the action of hazards, using 
the response and assessment of individual components. RMI is 
composed of four main components, which are preparedness, miti
gation measures, response capabilities and recovery mechanisms, 
which are broken down further.

- Strategic tensions assessment tool – STAT [120]. The essence of this tool 
is the assessment of the strategic tension of the organization through 
four basic strategies of resilience, i.e. progression, flexibility, defence 
and cohesion. Based on this model, the organization will gain insight 
into the perceptions of resilience from internal and external stake
holders. The result of the assessment is the identification of blind 
spots and risk factors of the organization.

- Critical entities resilience failure indication – CERFI [6]. The essence of 
this tool is a probabilistic algorithm that, through indicators, predicts 
the relationship between the intensity of hazard and the level of 
critical entity resilience. The result of this prediction is an indication 
of the critical point of failure of the critical entity resilience.

4.1.1.3. Tools for strengthening security measures. Tools for strength
ening security measures can be classified into two groups. The first 
group is represented by guarding tools. In this area, Technical standards, 
such as the standard setting requirements for the provision of private 
security services for critical infrastructure, are important tools for 
strengthening resilience [121].

In addition to technical standards, another beneficial tool is the 
choice of an adequate Types of security guards. This can be performed 
either directly by the given critical entity or by an external security 
service. In both cases, the following types of Security guards may be 
used: Government Contract Security Guards, Contract Security Guards, 
Armed Security Guards, Unarmed Security Guards, Guard Dog Security, 
and Video Surveillance Operators [122].

The second group are tools for regime protection, which is defined as 
“a set of regime measures implemented for the purpose of monitoring and 
physical/cybernetic protection of an organization” [123,124]. Regime 
measures are the core tools of regime protection. These are in particular 

the following Regime measures (e.g. [125]): 

- determining the authorization of persons and means of transport to 
enter the object, determining the authorization of persons to enter 
the secured area and the meeting area and the method of checking 
these authorizations;

- control measures at the entrance to the object, secured and meeting 
areas and the method of control of these measures;

- the conditions and method of controlling the movement of persons in 
the facility, secure areas and meeting areas and the method of 
checking and removing classified information from the facility, 
secure area and meeting areas;

- the mode of handling keys and means of identification, in particular 
the method of their labelling, allocation, safekeeping and records;

- mode of handling technical means and their use;
- the mode of movement of classified information in the object, secure 

area and negotiation area.

Background checks are also among the regime protection tools [1]. 
This tool serves to minimize the risk that critical entities employees or 
their contractors will abuse, for example, their access rights within the 
critical entity organization the to cause damage and harm. For this 
purpose, Member States should establish procedures for checks and 
determine the categories of persons who must undergo these checks. 
Appropriate training and qualification requirements for these persons 
should also be established.

4.1.1.4. Tools for strengthening crisis preparedness. An important tool of 
a general nature for strengthening crisis preparedness is a technical 
standard Security and resilience – Crisis management [126]. This standard 
provides crisis management guidance to help organizations plan, 
implement, maintain, review and continuously improve crisis manage
ment capability at a strategic level. Among other things, this document 
also focuses on determining responsibilities, duties and powers in the 
field of crisis management, crisis communication, and staff training and 
education.

In the field of employee training, it is also advisable to have an 
established Employee development and education system. This system 
should be focused especially on Preparedness and Readiness, Skill 
Development, Team Coordination, Risk Identification and Mitigation, 
Maintaining Reputation, Legal and Regulatory Compliance, Employee 
Well-Being, and Cost Reduction [127]. Available ones can be used for 
this purpose Employee training methods & techniques, such as Simulation 
training, Collaborative training, Video training, Cross-training, Job 
shadowing, Gamification, Mobile learning, Blended learning, Micro
learning, Adaptive learning [128].

In the field of security planning and documentation, the critical en
tity crisis preparedness plan and internal emergency plan can be 
considered the most effective tools for strengthening crisis preparedness. 
The Critical entity crisis preparedness plan serves to ensure the prepared
ness of the critical infrastructure entity for crisis situations that may 
threaten the function of the infrastructure (e.g. [129]). In particular, this 
plan should include: 

- procedures for solving crisis situations identified in the hazard’s 
analysis;

- plan of economic mobilization measures for suppliers of mobilization 
supplies;

- identification of possible hazards to the function of infrastructure 
elements;

- measures to protect infrastructure elements.

The Internal emergency plan serves as a planning document for such 
critical entities that handle hazardous substances and may experience a 
serious accident. The details of the internal emergency plan are available 
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in the Seveso-III Directive [130].
The last significant tool for strengthening crisis preparedness is the 

Business continuity management system [131]. This system represents a 
complex management process that identifies potential hazards for the 
critical entity as a whole and impacts on its business activities, i.e. the 
provision of essential services. This system also provides a framework 
for building the critical entity resilience with the ability to respond 
effectively to small-scale disasters and a framework for the availability 
of processes and resources to ensure the continuous provision of 
essential services.

4.1.2. Tools for strengthening entity robustness
Another group of tools are tools for strengthening entity robustness. 

These empowering tools are also defined at the level of parameters (see 
Table 2).

The resilience of entity robustness is determined by two variables, 
which are the critical entity responsiveness of the and incident man
agement. Tools for strengthening the resilience of these variables are 
presented in the following text.

4.1.2.1. Tools for strengthening the critical entity responsiveness. The 
essence of strengthening the critical entity responsiveness is to minimize 
the time interval for the activation of protective measures and 
strengthening the state of forces and means usable for intervention. In 
order to minimize the time interval for the activation of protective 
measures, so-called smart systems can be used by the critical entity [132,
133]). In the field of physical protection, these are most often Smart 
security systems or Smart fire protection systems. In the field of cyber 
protection, this most often involves the use of the Internet of things or 
Artificial intelligence.

Strengthening the state of forces and means usable for intervention 
can be carried out both quantitatively and qualitatively. From a quan
titative point of view, own forces and resources (e.g. company fire
fighters or protective service) can be strengthened by Contractual forces 
and resources, e.g. security agencies. From a qualitative point of view, 
the responsiveness of the critical entities can be strengthened by some 
modern technologies, e.g. Unmanned systems [134].

4.1.2.2. Tools for strengthening incident management. Crisis management 
readiness and communication and information sharing are key factors in 
incident management. Strengthening crisis management preparedness 
can be implemented, for example, by creating a suitable Strategy for 
effective response and resilience [135] or Solving crisis scenarios based on 
simulation [136].

In the area of communication and information sharing, the crisis 

communication plan and the warning and information plan are impor
tant tools. The Crisis communication plan is intended not only for internal 
crisis communication, but also for critical entity crisis communication 
with intervening components and other interested parties, e.g. depen
dent critical entities. The Warning and information plan is intended for 
the transmission of crisis information to the population. Other important 
strengthening tools are the correct setting of Parameters of crisis 
communication [137] and the use of Modern communication technologies 
[138].

4.1.3. Tools for strengthening entity recoverability
The third group is represented by tools for strengthening entity 

recoverability. In Table 3, these empowering tools are presented in the 
context of individual parameters.

The resilience of the entity’s recovery is determined by three vari
ables, which are financial resources, human resources and recovery 
processes. Tools for strengthening the resilience of these variables are 
presented in the following text.

4.1.3.1. Tools for strengthening financial resources. The essence of 
strengthening the resilience of financial resources in the area of recov
erability is their adequate allocation for recovery and timely prepared
ness. For this purpose, it is possible to use several important tools that 
serve to prioritize the spending of financial resources or optimize ex
penses/costs. The most important tools can be considered, for example, 
the Lean Six Sigma methodology, asset management or software tools.

Lean Six Sigma is a performance improvement methodology that aims 
to eliminate waste, reduce variability and improve overall process effi
ciency [139]. By implementing Lean Six Sigma principles, a critical 
entity can streamline its operations, reduce costs and increase the 
quality of recovery processes.

Asset management enables critical entities to achieve the desired 
balance of cost, risk and performance in the recovery process [140]. 
Asset management also helps to value assets and supports the realization 
of value in balancing financial, environmental and social costs, risks, 
service quality and performance in relation to assets. Cost optimization 
can be used to manage and manage the assets of a critical entity [141].

In order to increase the visibility of incurred expenses and create 
adequate reserves for recovery, critical entities can use some of the 
available Financial software tools for automating expenses, such as Zoho 
Expense, Rydoo, Emburse Certify, Expensify, Everlance. The description 
and comparison of these tools is a suitable basis for their correct selec
tion [142].

An important tool in terms of the timely availability of financial re
sources is their allocation from the external environment. External 
financial resources allow a critical entity to use financial resources that 

Table 2 
Tools for strengthening entity robustness.

Variables Parameters Strengthening tools

Critical entity 
responsiveness

Time interval for activation of 
protective measures

Smart security systems
Smart fire protection 
systems
Internet of things
Artificial intelligence

State of forces and means Contractual forces and 
resources
Unmanned systems

Incident 
management

Crisis management 
preparedness

Strategy for effective 
response and resilience
Solving crisis scenarios 
based on simulation

Communication and 
information sharing

Crisis communication plan
Warning and information 
plan
Parameters of crisis 
communication
Modern communication 
technology

Table 3 
Tools for strengthening entity recoverability.

Variables Parameters Strengthening tools

Financial 
resources

Allocation of financial resources 
for recovery

Lean Six Sigma
Asset management
Financial software tools

Timeliness of financial resources External financial resources
Human 

resources
Human resource capacity SimMan simulation model

External human resources
Human resources expertise Behavioural event interview

Assessment centre
Jack Welch matrix

Timely availability of human 
resources

External human resources

Recovery 
process

Disaster preparedness recovery 
processes

Critical entity crisis 
preparedness plan
Technical standards

Recovery of infrastructure 
function

Disaster recovery plan
Business impact analysis
Work breakdown structure
Network analysis methods
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are not part of its management, i.e. external funding sources can be used. 
External sources of financing include, for example, shares, bonds, loans, 
grants, subsidies, investors or insurance [143].

4.1.3.2. Tools for strengthening human resources. Human resources are 
also necessary for recovery processes. They can be strengthened espe
cially in the areas of their capacity, expertise and time availability. For 
workforce capacity planning, it is possible to use, for example, the 
SimMan simulation model [144]. It is a management tool that serves as a 
testbed for assessment the effectiveness and robustness of various 
scheduling options and human resource allocation rules. The insufficient 
capacity of human resources can also be supplemented from external 
sources (e.g. construction companies) if necessary, but in this case, it is 
necessary to have this form of outsourcing treated contractually.

It is advisable to check the expertise of human resources not only 
during the selection of employees, but also during their work in the 
personnel structure of a critical entity. When selecting employees, some 
of the tools for selecting candidates for a certain job position, such as the 
Behavioural event interview or the Assessment centre, may be used. 
Behavioural event interview [145] it assumes that future behaviour can 
best be predicted based on knowledge of past behaviour. This method 
can also be used to quickly determine the expertise of the staff. In 
contrast, the Assessment centre method [146] is based on comparing the 
applicant’s skills with others who have been selected. This comparison 
takes place at the same time in the same place, where all applicants are 
engaged in group or individual tasks.

To check the expertise of human resources in the course of their work 
in the personnel structure of a critical entity, it is possible to use, for 
example, the Jack Welch matrix [147]. It is a tool based on the assess
ment of performance values. This matrix is used to classify and differ
entiate employees using two independent variables, i.e. performance 
level (how employees achieve their results) and corporate culture fit 
(how employees adhere to the organization’s guiding principles, which 
to some extent reflects their typical behaviour).

The time availability of human resources can be solved in a similar 
way as the insufficient capacity of human resources, i.e. on the basis of 
the contract, External human resources can be used if necessary. This is, 
for example, a contractual arrangement for the provision of assistance 
within a pre-defined time horizon, with a pre-selected entity that has the 
necessary personnel of the required expertise.

4.1.3.3. Tools for strengthening recovery process. Last but not least, the 
recovery processes themselves are necessary. Their strengthening can be 
implemented especially in the field of disaster preparedness, recovery 
processes and by recovery the function of the infrastructure. Disaster 
preparedness of recovery processes should be implemented primarily on 
the basis of the Critical entity crisis preparedness plan (e.g. [129]). In the 
case of strengthening recovery processes, the procedures for solving 
crisis situations identified in the hazard analysis and the plan of eco
nomic mobilization measures for suppliers of mobilization supplies are 
central to this plan. Other important tools in the area of disaster pre
paredness for recovery processes can be selected Technical standards, e.g. 
Business continuity management systems [131], Crisis management 
[126] or Societal security [148].

A key tool for strengthening infrastructure recovery processes is the 
Disaster recovery plan [149]. This document contains detailed in
structions on how to respond to unplanned events such as natural di
sasters, power outages, cyber-attacks and other small-scale disasters. It 
is used to minimize the impact of these disasters on infrastructure ele
ments and to recovery their function. The aim of this plan is to help the 
critical entity solve the recovery of system functionality so that it is able 
to provide basic services again at least at the minimum required level 
after the incident.

Another effective tool that should be used before preparing a disaster 
recovery plan is Business impact analysis [150]. This document is used to 

predict the consequences of the disruption of the company’s core busi
ness operations due to the occurrence of a small-scale disaster. This is an 
important part of the business continuity plan. It represents a tool to 
reveal vulnerable places and to create strategies to minimize risks. The 
result is an impact analysis report that describes potential risks specific 
to the organization.

For the infrastructure function restoration project itself, it is advis
able to use, for example, the Work breakdown structure [151]. This tool 
represents a simple analytical technique, the aim of which is to break 
down the project, i.e. recovery of the element function, to individual 
activities up to such a level of detail that responsibilities, demands and 
time horizon can be assigned to them.

The last recommended tools for strengthening recovery processes are 
Network analysis methods [152]. It is a group of special analytical tech
niques that can be used to analyse or optimize interconnected and 
related processes, activities, networks or elements. The most important 
methods in the given context are Critical Path Method (CPM), Critical 
Chain Method (CCM) and Program Evaluation and Review Technique 
(PERT).

4.1.4. Tools for strengthening entity adaptability
The last group of tools related to entity resilience are tools for 

strengthening entity adaptability. An overview of these tools in the 
context of parameters is provided in Table 4.

The resilience of entity adaptability is determined by four variables, 
which are organizational management processes, educational and 
development processes, innovation processes and implementation pro
cesses. Tools for strengthening the resilience of these variables are 
presented in the following text.

4.1.4.1. Tools for strengthening organizational management processes.
Strengthening the resilience of the organization’s management pro
cesses should be implemented through their thorough analysis and 
management. In order to analyse the organizational processes of a 
critical entity, it is possible to use a number of analytical methods, the 
most important of which are Benchmarking, GAP analysis, EFQM 
excellence model, Process analysis, and SWOT analysis.

Benchmarking [153] is a method for systematically comparing the 
processes, organizational structure, products and performance of a given 
critical entity with other recognized organizations as a basis for com
parison in order to define the goals of self-improvement. It provides an 
important link between establishing, identifying and understanding the 
key indicators for achieving change, i.e. improvement. Getting the right 
information and working with it is key to the success of this method.

GAP analysis [154] is an analytical and planning tool that serves to 
identify and examine the gaps (differences, deficits, shortcomings, dis
proportions) between the current state of fulfilment of a strategic goal 
(or achieved in some time horizon of its fulfilment) and the planned 
(required) state of fulfilment of this strategic goal. It therefore serves to 
identify and examine the differences between the current and planned 
state of fulfilment of the strategic goal through the target values of the 
indicators.

EFQM excellence model [155] was created as the primary framework 
for self-assessment and improvement of organizations so that they can 
achieve sustainable excellence. The EFQM model has a total of nine 
criteria and 32 sub-criteria. Each sub-criterion is broken down into in
dividual questions or areas of focus that are assessed within the 
sub-criterion.

Process analysis [156] provides a comprehensive and detailed over
view of existing processes, causes and consequences of their shortcom
ings for the critical entity. It includes methods that make it possible to 
analyse the described processes from different points of view and pro
vides information on the possibilities of eliminating the identified 
shortcomings.

SWOT analysis [157] it pits the strengths and weaknesses of the 
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critical entity and/or its parts or processes against the identified op
portunities and threats arising from the external environment. The re
sults of this analysis serve as a starting point for defining strategies for 
further development of the critical entities.

To manage organizational processes, a critical entity can primarily 
use the proven Quality management system [55], which provides the 
critical entity with a basic quality management framework. Another 
important tool for managing organizational processes is the Balanced 
ScoreCard method [158]. This method creates a link between strategy 
and operational activities with an emphasis on performance measure
ment. It is based on the idea of monitoring strategic measures in addition 
to traditional financial indicators and thus obtaining an optimal view of 
performance. The advantage of this method is that it can define the 
connection between different components of strategic planning and 
management.

If serious deficiencies have been analysed in the organizational 
processes, it is recommended to readjust them. For this purpose, it is 
advisable to use Business process reengineering [159]. It is a tool suitable 

for radical redesign of business processes with the aim of achieving 
significant improvements in productivity, cycle time, quality and 
employee and customer satisfaction. This model assumes that a one-time 
change is necessary for the so-called "straightening" of processes to cause 
a dramatic change in the performance of a critical entity.

4.1.4.2. Tools for strengthening educational and development processes.
Strengthening the critical entity resilience in the field of educational and 
development processes can be realized not only through the scope and 
quality of vocational training, but also through training to deal with 
incidents and assessment its effectiveness. The basic tool in the scope of 
education is individual types of Educational and development activities 
[160]. Among their key forms are long-term education, study stays 
abroad, development of skills (soft skills), professional training (pre
ventive and punitive) and staff training.

Tools for maintaining psychological and work well-being can also be 
considered important, as psychologically balanced people achieve lower 
error rates and higher work performance [161]. Another suitable tool in 
the area of the scope of education is a Personal development plan. This is a 
document or a list of various activities aimed at increasing the compe
tence of the worker. This plan may include forms of education, work 
activities of the employee leading to an increase in his qualifications, 
contribution of the employee to the organization, participation in 
development programs, etc.

The quality of professional education can be ensured either by self- 
help or by Cooperation with professional educational institutions. This 
cooperation can be established with universities, technical schools or 
other educational institutions. Thanks to this cooperation, it is possible 
to gain access to certified or professional personnel, who can subse
quently provide various forms of training for the personnel of the critical 
entity. In both cases, it is possible to proceed with staff training in 
accordance with, among other things, the requirements of the relevant 
technical standards, e.g. Guidelines for competence management and people 
development [162] or Management systems for educational organizations 
[163].

In the area of training to deal with incidents, it is advisable to use 
modern technologies, especially available tools in the area of Incident 
modelling and simulation [87] or the concept of Digital twins [47,89,90]. 
Elements of virtual or augmented reality can be used to model and 
simulate incidents [164]. Some of the recognized assessment models can 
be used to assess the effectiveness of training, such as Kirkpatrick model 
[165], Kaufman model [166], or Phillips model [167]. Before choosing 
and implementing a particular model, it is recommended to read the 
publication A Critical Review on Training Evaluation Models [168].

4.1.4.3. Tools for strengthening innovation processes. An important area 
for strengthening the critical entities resilience are innovation processes, 
which are determined by innovations in management processes, in
novations in measures and technologies, and investments in in
novations. Total quality management is a suitable tool for the innovation 
of management processes [169]. It is a very complex technique that 
emphasizes quality management in all dimensions of the organization. It 
promotes the general use of general management principles and the 
application of modern process management, including the involvement 
of top managers in the form of leadership. Furthermore, it promotes the 
involvement of all employees, strongly promotes customer orientation 
and the quality of products and services, efficient use of the organiza
tion’s resources, elimination of unnecessary costs, and also promotes 
continuous improvement efforts based on clear facts and indicators.

Another tool suitable for innovation of management processes is 
Event-driven process chain [170]. It is a kind of flowchart that can be used 
to show the structure of business process control flow as a chain of 
events and functions. It provides various connections that enable alter
native and parallel implementation of processes. The tool also built on a 
similar principle is Business process modelling notation [171]. It is a 

Table 4 
Tools for strengthening entity adaptability.

Variables Parameters Strengthening tools

Organizational 
management 
processes

Analysis of 
organizational 
processes

Benchmarking
GAP analysis
EFQM excellence model
Process analysis
SWOT analysis

Management of 
organizational 
processes

Quality management system
Balanced ScoreCard
Business process 
reengineering

Educational and 
development 
processes

Scope of professional 
education

Educational and development 
activities
Tools for maintaining 
psychological and work well- 
being
Personal development plan

Quality of professional 
education

Cooperation with professional 
educational institutions
Guidelines for competence 
management and people 
development
Management systems for 
educational organizations

Incident handling 
training

Incident modelling and 
simulation
Digital twins

Assessment of training 
effectiveness

Kirkpatrick model
Kaufman model
Phillips model

Innovation processes Innovation of 
management processes

Total quality management
Event-driven process chain
Business process modelling 
notation

Innovation measures 
and technologies

Support for research and 
innovation
Innovation management

Investment in 
innovation

Financial plan
Investment plan
Financial control tools

Implementation 
processes

Implementation of new 
processes

Business process modelling
Business process management

Implementation of 
management systems

Quality management system
Environmental management 
system
Occupational health and 
safety management system

Software 
implementation

Information security 
management system

Implementation of 
security measures

7FE method
PDCA cycle
Six Sigma (DMAIC)
8D Method
4Q Method
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flowchart method that models the steps of a planned business process 
from start to finish. It is the key to business process management and 
visually depicts the detailed sequence of business activities and infor
mation flows required to complete a process. Its purpose is to model 
ways to improve efficiency, consider new circumstances or gain a 
competitive advantage.

In the area of innovation measures and technologies, the Support of 
research and innovation plays a key role. Based on this support, critical 
entities can participate in the solution of grant projects, the results of 
which can contribute, among other things, to strengthening their resil
ience. In the European Union, this is, for example, the Horizon Europe 
funding program, which allocated €93.5 billion for the years 2021–2027 
[172]. At the national level, this support is provided mainly through 
state grant agencies or individual ministries. A technical standard [173], 
is also an important tool for Innovation management, which defines the 
principles of innovation management and their systematic 
implementation.

Investments in innovation are a significant area of strengthening 
innovation processes. In this area, it is appropriate to apply the 
following tools in particular: Financial plan, Investment plan and Financial 
control tools [174]. The financial plan is a summary of the individual 
innovation projects of the critical entity, the sales forecast for the ser
vices provided and the external financing budgets for the individual 
departments. The investment plan determines how to properly invest 
and work with assets in order to achieve innovation goals with an 
acceptable level of risk, and to invest the funds of the critical entity 
safely.

4.1.5. Tools for strengthening implementation processes
The last area for strengthening the critical entities resilience in the 

field of entity adaptability are tools for strengthening implementation 
processes. In this area, it is necessary to pay particular attention to tools 
for the implementation of new processes, the implementation of man
agement systems, the implementation of software and the imple
mentation of security measures.

An important initial tool in the field of implementing new processes 
is Business process modelling [175], which enables a general under
standing of the processes of the critical entity. On the basis of process 
modelling, a description of the current state of the organization can be 
made, and then a suitable form of implementation of new processes can 
be designed, tested and selected. As part of this implementation, it is also 
appropriate to apply Business process management [176]. It is a tool 
whose essence is a structured approach to the optimization of already 
implemented processes. The essence of this tool is continuous moni
toring and analysis of the functioning of these processes in various 
scenarios.

For the implementation of management systems, it is advisable to 
primarily use adequate technical standards. Quality management system 
[55] can be considered a key tool, which specifies the requirements for 
the quality management system, which provides the critical entity with 
an increase in credibility with an internationally recognized certificate. 
This system promotes the introduction of a process approach in the 
development, implementation and improvement of the effectiveness of 
the quality management system with the aim of increasing customer 
satisfaction by meeting their requirements. Other important tools are 
the Environmental management system [177] and Occupational health and 
safety management system [108]. By connecting these three technical 
standards, a so-called integrated management system is created [178].

Information security management system [107] is advisable to use for 
software safe implementation. This technical standard defines the risk 
management process and includes people, procedures and IT systems, 
providing a holistic approach to information security.

Security measures are procedures for dealing with cases of violation 
of established security rules by users, administrators and persons hold
ing security roles. In this context, the implementation of security mea
sures can be seen as a process improvement process through available 

methods [179]. For this purpose, it is possible to use e.g. 7FE method 
[180], which combines the four main phases of 4F (i.e. Foundations, 
Findings and solutions, Fulfilment, and Future) and the three essential 
elements of 3E (i.e. Leadership, Project management, and People change 
management. Each of these elements is present for the entire time of the 
implementation process. Other suitable methods can be e.g. PDCA cycle, 
Six Sigma (DMAIC), 8D Method, 4Q Method [181].

4.2. Classification and definition of tools for strengthening infrastructure 
resilience

The following part of the article focuses on tools for strengthening 
infrastructure resilience. These tools are further classified according to 
their relationship to the individual components of resilience. The 
exception is infrastructure adaptability, for which no parameters are 
currently defined [5].

4.2.1. Tools for strengthening infrastructural resistance
The first group are tools for strengthening infrastructure resistance. 

Similar to entity resistance, in this case also the tools are defined at the 
level of parameters (see Table 5).

The resilience of infrastructure resistance is determined by three 
variables, which are monitoring and operation of the infrastructure, 
technical security of the infrastructure and the ability to detect in
cidents. Tools for strengthening the resilience of these variables are 
presented in the following text.

4.2.1.1. Tools for strengthening infrastructure monitoring and operation.
In order to strengthen the critical entities resilience, in addition to the 
above-mentioned tools for entity resistance, it is also necessary to 
monitor and ensure the optimal operation of the infrastructure, i.e. it is 
necessary to ensure adequate conditions for the operation of technical 
equipment. An important tool in this area is a technical standard Func
tional safety of electrical / electronic / programmable electronic safety- 
related systems [182], which sets more detailed requirements for the 
safe operation and use of equipment.

Checking the condition and performance of the infrastructure is no 
less important. Here, regular monitoring, assessment and comparison 
with expected parameters are required, which can be done, for example, 
using the following tools: 

- Root cause analysis to identify reliability issues [183]. The essence of 
this tool is the identification of events that can cause a problem, and 
the subsequent development of an action plan for their effective 
solution.

- Computerized maintenance management system [184]. This tool uses 
so-called problem codes, which inform about the current state of the 
device in the event of a malfunction. These codes also show fault and 
maintenance history and are able to provide data for possible fail
ures. This is a central record of all data from individual devices.

- Remote monitoring and management [185]. This tool is focused pri
marily on the field of information technology. In a large-scale digital 
asset management environment, it acts as a central "nervous system" 
that coordinates, oversees and controls various aspects to achieve 
optimal performance and security levels.

Ensuring its trouble-free operation is also an essential part of infra
structure operation. This is ensured by means of diagnostic systems that 
enable the detection of problems, or and identification of the cause of 
failures, which shortens the time needed to repair key technology. These 
systems can be secured using the following tools: 

- Equipment condition simulation – EQS [186]. This tool determines the 
optimal time horizon and scope of maintenance in accordance with 
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safety and economy, through a mathematical model and a simulation 
algorithm of the evolution of the state of the equipment.

- Service relationship management [187]. It is an effective system for 
optimizing and providing all maintenance information to improve 
decision making, reduce costs and ensure consistency of service 
events. This information is provided to all interested parties.

- Reliability, availability and maintainability – RAM [188]. The purpose 
of this tool is to ensure the continuity of the provision of basic ser
vices, while maintaining a high level of safety and quality. It assesses 
the capabilities of the system, identifies possible causes of failures 
and provides possible alternatives for solving them.

- Safety review – SR [189]. This tool determines whether a critical 
entity complies with established safety principles and identifies 
potentially dangerous locations. This is a two-part process involving 
a survey of the workplace for hazards and the effectiveness of safety 
processes and procedures.

Infrastructure maintenance can also be provided through a Mainte
nance plan [190], which stipulates the implementation of controls in a 
predetermined form and time frame. In this case, it is advisable to 
introduce at least one form of maintenance: preventive maintenance, i.e. 
cyclically recurring maintenance, determined on the basis of an algo
rithm [191], predictive maintenance, i.e. constant monitoring of 
equipment and provision of specific maintenance if necessary [192], or 
corrective maintenance, i.e. a reactive form of maintenance, solving 
malfunctions [190].

4.2.1.2. Tools for strengthening the technical infrastructure security. One 
of the important tools for strengthening the critical entities resilience in 
the field of technical security are Technical means of protection [193]. 
These are security systems, presented by a system of mechanical, elec
trical or electronic elements that form a permanent barrier preventing 
the entry/exit of a person or the entry/exit of a means of transport to a 
protected object or place, which cannot be overcome without expert 
knowledge or physical strength. Among these means of protection can 
be classified primarily perimeter protection means (fences, gates, bar
riers, passive infrared barriers, motion sensors, etc.), which represent 
means used mainly for perimeter protection [194].

Based on what has been said so far, it is necessary for the critical 
entity to actively work with tools to determine the current state of the 
infrastructure’s technical security. The following tools can be used for 
this purpose: 

- Systematic analysis of vulnerability to intrusion – SAVI [195]. This tool 
assesses all likely opportunities to breach strategic locations in the 
infrastructure while creating a list of the most vulnerable paths in 
terms of likelihood of breach. It also has an extensive database of 
resources that can be used to maximize infrastructure protection.

- Design and evaluation of physical protection systems [196]. This tool 
evaluates the infrastructure protection system using a quantitative 
approach, which is mainly used to protect strategic objects, such as 
nuclear or military facilities.

- Vega-2 [197]. A software tool that determines the effectiveness of 
physical protection systems with regard to the nature of the intruder, 
both external and internal. On the basis of the information obtained, 
it provides suggestions and also options for possible strengthening of 
infrastructure protection. It also contains a database of physical 
barriers and other support elements with the possibility of custom 
settings.

- Systematic analysis of physical protection effectiveness – SEPA [198]. 
This software tool uses a 2D model of the guarded area combined 
with a heuristic algorithm to find the most vulnerable locations. This 
combination significantly increases the sensitivity analysis, through 
which the most critical points, i.e. the points of possible protection 
failure, are analysed.

In addition to the technical means mentioned above, it is also 
advisable to use Security design proposal [199]. This tool systematically 
manages security issues and unifies individual security measures into 
one comprehensive document, which ensures their interdependence 
within the entire security system. Within this tool, specific security 
measures for the threats found are also described. As supporting mate
rial for the creation of this security plan can be mentioned Protecting 
vulnerable targets from terrorist attacks [200] or Layers of Preventive 
Measures for Soft Target Protection against Terrorist Attacks [201].

Mechanical barriers must always be fully functional. The ideal tool to 

Table 5 
Tools for strengthening infrastructural resistance.

Variables Parameters Strengthening tools

Infrastructure 
monitoring and 
operation

Technical condition of 
the infrastructure

Functional safety of electrical / 
electronic / programmable 
electronic safety-related systems
Root cause analysis to identify 
reliability issues
Computerized maintenance 
management system
Remote monitoring and 
management

Equipment 
maintenance, service 
and testing

Equipment condition simulation 
(EQS)
Service relationship management
Reliability, availability and 
maintainability (RAM)
Safety review (SR)
Maintenance plan

Technical 
infrastructure 
security

Mechanical barriers Technical means of protection
Systematic analysis of 
vulnerability to intrusion (SAVI)
Design and evaluation of physical 
protection systems
Vega-2
Systematic analysis of physical 
protection effectiveness (SEPA)
Security design proposal
Basics of soft targets protection 
guidelines

Electronic monitoring 
and alarm devices

Surveillance means
Alarm devices

Cyber security NIST Cybersecurity Framework
Zero Trust Architecture
Anti-virus tools
Deep learning and machine 
learning
Information security management 
system
Cyber resilience framework: 
Strengthening defences and 
enhancing continuity in business 
security
Cyber resilience assessment tool 
for industrial control systems 
(ICS-CRAT)
Cyber resilience self-assessment 
tool (CR-SAT)

Incident detection 
capability

Environmental 
monitoring

Diagnostic devices
Territorial vulnerability analysis
Geographic information systems 
and spatial analysis
Multi-risk assessment
Unmanned aerial vehicle
CIA Method
CERBERUS Approach

Detection of the 
occurrence of an 
incident

Handbook of incident and 
accident reporting
Security incident management 
system
Information technology 
infrastructure library (ITIL)
Specialized shared databases
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ensure these conditions are methodologies that ensure their required 
optimization and functionality. Basics of soft targets protection guidelines 
[202] adapts the object or territory using a suitable systematic approach 
to their security. It is based on an anti-terrorist approach, i.e. on 
knowledge of the attackers’ progress, and is therefore primarily focused 
on preventing violent attacks and limiting their impact.

For complex technical security of the infrastructure, it is recom
mended to use object protection means. Tools for this area can be 
classified into surveillance and alarm devices. Surveillance means [203] 
they are a necessary tool for checking the infrastructure and its imme
diate surroundings. It is mainly about closed-circuit television (CCTV). 
Alarm devices are able to identify and report the emergence of a 
non-standard situation. These resources include, for example, alarm 
transmission systems and equipment [204], combined and integrated 
alarm systems [205], electronic access control systems [206], social 
alarm systems [207].

In connection with the development of information technologies, 
cyber security must also be included in the technical security of the 
infrastructure. Important tools in this area are the NIST Cybersecurity 
Framework [39], Zero Trust Architecture [208] and cyber security tools. 
The NIST Cybersecurity Framework presents a set of voluntary guide
lines to help organizations assess and improve their ability to prevent, 
detect and respond to cybersecurity risks. Zero Trust Architecture is a 
model that approaches the design and implementation of IT systems 
based on distrust, caution and scepticism. The principle is distrust of all 
users, devices and services, whether they are outside or inside the 
network. Other important cyber security tolls are Anti-virus tools [209] 
or exploitation of Deep learning and machine learning [210].

The level of cyber security is closely related to Information security 
management system [107]. Through this tool, the required information 
security can be achieved with the help of best practices, security tech
niques, setting requirements, in relation to current cyber threats. How
ever, technical standards cannot be relied upon at present. It is advisable 
to supplement these with other tools that reflect the dynamic develop
ment of cyber threats. Among such tools it is possible to include, for 
example: 

- Cyber resilience framework: Strengthening defences and enhancing con
tinuity in business security [64]. These tools provide strategies to 
strengthen defences against cyber threats. Adequate protection of the 
critical entity is achieved by setting and combining policies, man
agement, cooperation with external stakeholders and continuous 
monitoring.

- Cyber resilience assessment tool for industrial control systems – ICS- 
CRAT [211]. This qualitative tool uses the R4 resilience framework, 
as well as metrics from the physical, technical and organizational 
domains. It represents a high-quality simulation tool with a 
full-fledged security analysis, even when considering the subjective 
approach.

- Cyber resilience self-assessment tool – CR-SAT [212]. It is a web-based 
tool developed to systematically operationalize cyber resilience 
through a continuous improvement process. This tool was primarily 
developed for small and medium-sized businesses that do not have 
sufficient funds to provide specialized cyber protection.

4.2.1.3. Tools for strengthening incident detection capability. The 
distinctiveness of incident detection significantly affects the critical 
entity resilience and its preparation for an incident. Monitoring enables 
a critical entity to actively monitor the environment, identify potential 
threats and opportunities, and quickly respond to changes. The envi
ronment can be monitored with the help of Diagnostic devices [213], 
which are able to record changes in the surrounding environment and 
communicate this information to the user in the form of a notification. 
These are, for example, sensors, detectors, warning systems or software 
tools that are able to detect meteorological and geological changes, 

concentrations and exceeding the limits of monitored substances or 
radioactivity.

In addition to the above-mentioned devices, which are capable of 
informing about the current state of the environment in real time, it is 
advisable to monitor other possible risks in the long term. Tools for 
territorial risk analysis and mapping can be used to monitor and assess 
risks in a certain territory [214]. Among the most important monitoring 
tools are Territorial vulnerability analysis [215,216], Geographic informa
tion systems and spatial analysis [217], and Multi-risk assessment [218]. 
Another important group of tools are methods for cascading impact 
analysis and assessment, such as Cascading Impact Assessment in a 
Critical Infrastructure System – CIA Method [219], Analyzing Cascading 
Effects among Critical Infrastructures – CERBERUS Approach [220], or 
Region-Based Cascading Impact Analysis in Critical Infrastructure Sys
tems [221].

Unmanned aerial vehicles are currently increasingly used for moni
toring [222], which can be controlled remotely by a human operator 
from a ground control station or can fly autonomously using an on-board 
computer. This unmanned aircraft has the required sensors (thermal 
cameras, hyperspectral and multispectral cameras and distance detec
tion and measurement systems – LIDAR), directly destined for infra
structure monitoring.

The critical entities resilience of is also significantly influenced by 
the method and time horizon of incident detection. Incidents can be 
detected using a detection system that uses personnel. In the case of staff 
cooperation, it is necessary that the critical entity establishes clear 
reporting procedures that are usable for this method of incident detec
tion. A good example is Handbook of incident and accident reporting [223].

Another very sophisticated tool is the Security incident management 
system [224]. That is a system of creating a security team to identify 
incidents and then eliminate them through innovative procedures. 
These security teams are often referred to as Security Operations Center 
(SOC), Computer Emergency Response Team (CERT) or Computer Se
curity Incident Response Team (CSIRT). To ensure credibility, inde
pendent verification or standardization, the international Forum of 
Incident Response and Security Teams (FIRST) is available, bringing 
together security teams that have passed the verification process of the 
organization of the same name, or the organization Trusted Introduce, 
which is another representative bringing together mainly European se
curity teams.

An incident is not always necessarily detected only by staff. 
Currently, there are software tools that are capable of independently 
recognizing dangerous events and recording these fluctuations. One of 
these tools is Information technology infrastructure library – ITIL [225], 
which, using proven procedures and concepts, describes and directs 
infrastructure information technology to effectively set processes and 
prevent incidents, not only in the area of improving the quality of in
formation system service management. ITIL includes, for example, the 
Service Desk, which is responsible for receiving and classifying in
cidents, or the Problem Management Process, which manages the life 
cycle of all incidents.

Incident detection can also be significantly assisted by data from 
events that have already taken place. For this purpose, it is advisable to 
use Specialized shared databases [226]. These databases contain records 
of incidents that have taken place, their causes, consequences, and, 
where appropriate, how the incident was resolved. These are, for 
example, the Major Accident Reporting System (eMARS), Maper Hazard 
Incident Data Service (MHIDAS), Analysis, Research and Information on 
Accidents (ARIA) databases.

4.2.2. Tools for strengthening infrastructural robustness
Another group is represented by tools for strengthening infra

structural robustness. These empowering tools are also defined at the 
level of parameters (see Table 6).

Resilience of infrastructure robustness is determined by three vari
ables, which are infrastructure physical resistance, response to incidents 
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and infrastructure redundancy. Tools for strengthening the resilience of 
these variables are presented in the following text.

4.2.2.1. Tools for strengthening physical resistance of the infrastructure.
Strengthening physical resistance of critical infrastructure must be 
implemented in the context of three key dangers, which are the effects of 
fire, seismic activity and explosion. Important tools for strengthening 
the fire resistance of infrastructure include technical standards aimed at 
Fire protection [227], Fire detection [228], and Fire safety [229]. It is 
advisable to support the application of these standards with other tools 
that enable assessing the fire resilience [230] or research into new Fire 
resilient infrastructure constructions and materials [231].

When strengthening seismic resistance, it is advisable to start from 
the technical standard for Design of structures for earthquake resistance 
[232]. This technical standard consists of six parts, which are oriented 
towards ensuring the required level of resistance of buildings, bridges, 
silos, tanks, pipelines, towers, masts, and chimneys. Another important 
tool that can be used in the context of earthquake engineering, is Finite 
element method [233]. It is a numerical method that can be used to 
simulate the course of stress or deformations, based on the created 
physical model. This method is mainly used to check already designed 
devices, namely to identify critical points of the structure.

The last group are tools for strengthening explosion resistance. In the 
case of strengthening resistance to internal explosions, it is advisable to 
proceed from the technical standard Explosion resistant equipment [234]. 
This standard sets requirements for blast-resistant constructions that can 
withstand an internal explosion without bursting and prevent hazardous 
effects for the environment. It can be used for constructions in which the 
occurrence of an explosion is assumed to be an exceptional case of 
loading. When strengthening resistance to external explosions, it is more 
appropriate to use new Composite materials [235] or technology such as 
Strain-hardening cementitious composites [236].

4.2.2.2. Tools for strengthening incident response. Another important 
area for strengthening infrastructural robustness is incident response. In 
this area, robustness can be strengthened through tools related to 

reducing the consequences of an incident and maintaining the func
tionality of key technologies. Two categories of tools can be used to 
reduce the consequences of an incident and prevent major infrastructure 
damage, namely automatic systems and manual means. Automatic sys
tems can be used in almost all areas of infrastructure protection, e.g. fire 
protection, physical security, prevention of serious accidents [237]. A 
significant advantage of these automatic systems lies in their indepen
dence, the so-called self-detection and measurement of the values of the 
monitored quantity or device according to predefined conditions. This is 
status monitoring with a retrospective check and assessment of whether 
the monitored device is capable of operation. In the case of Manual 
means, the actual control functions/operations are performed only by 
personnel [238]. For example, these can be pressure relief valves or 
collection sumps.

Maintaining the functionality of key technologies is also important in 
incident response. This is mainly the implementation of key technology 
repairs during an incident or crisis situation. The functionality of these 
key technologies can be maintained either by own forces and means 
(this requires financial reserves, availability of spare parts and human 
resources with technical expertise) or in the form of Public-private part
nerships [239]. The advantage of PPP is primarily the more efficient 
allocation of public funds and the provision of quality services in the 
required time, expertise and material availability.

4.2.2.3. Tools for strengthening infrastructure redundancy. The last area 
for strengthening infrastructure robustness is infrastructure redundancy. 
In this area, robustness can be strengthened through reliability criteria, 
availability of redundant capacity and temporary substitution of key 
technologies. An important tool for strengthening the reliability crite
rion is the provision of infrastructure redundancy on principle N-1 cri
terion [240]. Criterion N-1 states that a system that is able to withstand 
an unexpected failure or failure of one system component at any time 
has an acceptable level of reliability.

Another important tool is Critical path method [241]. These are the 
basic deterministic methods of network analysis. The goal of this method 
is to determine the duration of a certain process, based on the length of 
the so-called critical path, which represents a series of interdependent 
activities with the smallest time reserve. The critical entity can then 
focus on those activities that are crucial for the reliability of the supply 
of the basic service.

Reinforcing the availability of redundant capacity should be pri
marily based on the Availability of parallel components [242], especially 
in the case of key infrastructure components. In the event of failure of 
one component, it is desirable to automatically replace it with a 
redundant component and ensure continuity without the need for a 
significant reduction in the provision of the basic service.

The availability of redundant infrastructure capacity can be assessed 
using the Independent redundancy degree tool [243]. It is a methodology 
for assessment system redundancy, specifically quantifying independent 
redundancy in complex systems. This approach considers the in
teractions between different factors that influence redundancy, treating 
different factors as distinct dimensions to comprehensively account for 
all potential impact factors.

The final area for strengthening infrastructure redundancy is the 
temporary substitution of key technologies. To successfully ensure 
temporary substitution, the Type plan, activation plan and operational 
management are the necessary tools [244]. A type plan provides rec
ommended type procedures, policies and measures for handling a spe
cific type of crisis situation. An Activation plan is a set of procedures or 
regulations that determine which components and in what order will be 
activated for immediate substitution needs. Operational management 
ensures a specific layout of the time requirement and provision of re
sources for the temporary substitution of key technologies in the very 
short term.

Table 6 
Tools for strengthening infrastructural robustness.

Variables Parameters Strengthening tools

Physical resistance of 
the infrastructure

Fire resistance Fire protection
Fire detection
Fire safety
Tools for assessing the fire 
resilience
Fire resilient infrastructure 
constructions and materials

Seismic resistance Design of structures for 
earthquake resistance
Finite element method

Explosion resistance Explosion resistant 
equipment
Composite materials
Strain-hardening 
cementitious composites

Incident response Reduction of the 
consequences of the 
incident

Automatic systems
Manual means

Maintaining the 
functionality of key 
technologies

Public-private partnerships

Infrastructure 
redundancy

Reliability criterion N-1 criterion
Critical path method

Availability of redundant 
capacity

Availability of parallel 
components
Independent redundancy 
degree

Temporary substitution of 
key technologies

Type plan
Activation plan
Operational management
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4.2.3. Tools for strengthening infrastructural recoverability
The last group of instruments related to infrastructural resilience are 

instruments for strengthening infrastructural recoverability. The pre
sentation of these tools in the context of parameters is made in Table 7.

The resilience of infrastructural recoverability is determined by 
material resources. Tools for strengthening the resilience of this variable 
are classified into four areas. The first area is the ability to recover 
infrastructure function. In this area, it is appropriate to apply Analytical 
modelling tools. The use of analytical models and algorithms can be used 
to predict infrastructure recovery based on knowledge of its construc
tion, materials and operating conditions, i.e. the time and conditions 
under which the infrastructure will recover can be estimated. An 
example would be the SimulationXpress tool [245], from which it is 
possible to obtain information about the critical points of the infra
structure from a material point of view, including the creation of a 
model of the expected deformation.

Analysis and simulation tools can be further used to enhance the re
covery capability of the infrastructure function. The importance of these 
tools lies mainly in saving costs in the stage of development and intro
duction of production, when it is relatively easy to test the behaviour of 
virtual models at the level of parts, assemblies and entire technological 
units. Thanks to the graphical display of the results, critical points can be 
quickly evaluated and, after adjusting the virtual models, you can then 
proceed to recovery the function of the critical infrastructure [246].

The second area for strengthening infrastructural recoverability is 
the repairability of key infrastructure technologies. Core tools in this 
area are repairability scenario building tools. For this purpose it can 
serve, for example, CAD simulation and analysis [247], which enables the 
creation of a 3D model of a key infrastructure element and the subse
quent simulation of its repairs. This procedure allows visualization of a 
potential repair problem and analysis of repair options.

Another suitable tool is Finite element analysis [248], which serves to 
simulate the mechanical properties of a key infrastructure element and 
predict its behaviour during various repair procedures. It makes it 
possible to assess, for example, the strength, flexibility and stability of 
the element after repair. FEA is a computer method for predicting how a 
product will respond to real-world forces, vibrations, heat, fluid flow, 
and other physical influences. The results of this analysis provide in
formation on whether the product will break, wear out, or perform as 
designed.

The last tool suitable for analysing the repairability of key infra
structure technologies is Monte Carlo [249]. This simulation allows 
estimating the probability of success of different repair scenarios 
depending on various variables, such as cost or availability of resources.

The third area for strengthening infrastructural recoverability is the 
substitutability of key infrastructure technologies [250]. An important 
tool in this area is the Emergency shutdown plan. If an incident occurs, it is 
important that key technologies are shut down according to 

predetermined rules to avoid unintentional damage. In this plan, it must 
be clearly established which technologies and under which conditions 
can be shut down for the necessary period of time and which must be 
kept in operation. A follow-up tool is the Key technology replacement plan, 
which sets out the technological procedure for the exchange of key parts 
of the infrastructure.

The last area for strengthening infrastructural recoverability is the 
time availability of spare parts and the horizon of repairs. A key tool in 
this area is the Spare parts inventory strategy [251]. The essence of this 
strategy is to achieve a balance between minimizing stocks and mini
mizing the risk of their unavailability. Another important tool is the 
Infrastructure repair plan, which can be processed, for example, using 
dynamically updated damage estimates for optimal repair planning 
[252].

4.3. The process of strengthening the critical entities internal resilience

Based on the classification and definition of tools for strengthening 
entity and infrastructure resilience, it is possible to move on to defining 
the application procedure of these tools in order to strengthen the crit
ical entities internal resilience. Methodologically, this procedure follows 
the CERA method [5], which it hereby extends by another four steps (see 
Fig. 3).

The essence of the first five steps of the CERA method is the pro
cedure for assessing the resilience of critical entities to small-scale di
sasters. The essence of this procedure is a semi-quantitative assessment 
of the individual components determining the critical entities resilience, 
i.e. resistance, robustness, recoverability and adaptability. The result of 
this assessment is the identification of components that achieve low, 
insufficient or critical levels of resilience. It is then necessary to 
strengthen the resilience of these components at the measurable items 
level.

In the following part of the text, a detailed description of the steps 
6–8, which present the procedure of strengthening the critical entities 
resilience to small-scale disasters is provided. This description is pro
cessed in the form of a case study of a terrorist attack on a transformer 
station and follows on from a case study of assessing the critical entities 
resilience against small-scale disasters [5]. The scenario of this case 
study was developed using the Event Tree Analysis method [253], which 
allows the analysis of events and consequences leading to the emergence 
of a small-scale disaster. The defined scenario predicts a terrorist attack 
on the specially protected workplace area of an electricity substation, as 
a result of which the serviceability of this area will be reduced, but key 
technologies will not be affected. Due to the possibility of remote 
management, the availability of operation control is reduced, but the 
functionality of the transformer station is ensured. 

Step 6: Selecting a specific parameter

The selection of a specific parameter is implemented based on the 
requirements for strengthening resilience, which were determined by 
the CERA method in Step 5 [5]. Primarily, attention should be paid to all 
items that were not included in the assessment as part of the identifi
cation of parameters and assessment of their level (see Step 3). For these 
parameters, the reason for their non-inclusion should be determined, 
and if it is possible to take corrective action by implementing one of the 
strengthening tools, then it is appropriate to proceed to the next step 
(Step 7). A similar procedure should also be applied in the case of pa
rameters whose resilience level has been assessed with a value of 1 or 2. 
For parameters with a value of 3 or 4, it is appropriate to strengthen 
resilience through appropriate tools, but based on the results of a 
cost-effectiveness analysis [254].

In the context of the case study presented in the previous article [5] 
three parameters have been selected within the Resistance component 
for which it is necessary to strengthen their resilience: 

Table 7 
Tools for strengthening infrastructural recoverability.

Variables Parameters Strengthening tools

Material 
resources

Ability to recover infrastructure 
function

Analytical modelling 
tools
Analysis and simulation 
tools

Repairability of key infrastructure 
technologies

CAD simulation and 
analysis
Finite element analysis
Monte Carlo

Substitutability of key infrastructure 
technologies

Emergency shutdown 
plan
Key technology 
replacement plan

Time availability of spare parts and 
repair horizon

Spare parts inventory 
strategy
Infrastructure repair plan
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- Indicating disruption of critical entity resilience (assessment level 0) – 
this parameter was selected because it was not included in the 
assessment because this activity is not implemented by the critical 
entity;

- Incident modelling (assessment level 2) – this parameter was selected 
because the critical entity implements only the minimum range of 
activities/measures defined by this parameter;

- Continuity planning (assessment level 2) – this parameter was selected 
because the critical entity implements only the minimum range of 
activities/measures defined by this parameter.

Step 7: Selection of appropriate tools to strengthen resilience

At the moment when specific parameters are selected by the evalu
ator, for which it is required to strengthen their resilience, it is possible 
to move on to the selection of appropriate tools. For this purpose, the 
authors primarily recommend method 3E [255], where the criteria are 
clearly defined, i.e. Economy, Efficiency, Effectiveness. If the evaluator 
does not meet these criteria, he can use Multicriteria Analysis [256], 
where he set his own criteria.

In the case of the application of the 3E method, the tools for 
strengthening the resilience of selected parameters are assessed from the 
point of view of their economy, efficiency and effectiveness. Economy 
considers the minimization of the costs of the critical entity resources (i. 
e. financial, human, material) while maintaining the required quality of 
resources and the expected result, i.e. strengthening the resilience of the 
parameter to the required level. Efficiency considers the optimization of 
the use of resources to achieve the expected result. In contrast, effec
tiveness considers the maximization of the level of the achieved result 

when allocating resources of the same quantity and quality.
An example of selecting a suitable tool for strengthening resilience 

using the 3E method is presented on the parameter "Indicating disrup
tion of critical entity resilience" (see Fig. 4). In this case, indicating a 
violation of the critical entity resilience can be realized using five 
appropriate tools, which are Protective Measures Index (PMI), Vulner
ability Index (V-index), Resilience Measurement Index (RMI), Strategic 
Tensions Assessment Tool (STAT), and Critical Entities Resilience Fail
ure Indication (CERFI Tool). A description of these tools is provided in 
Section 4.1.1. of this article.

From the assessment presented above, it is evident that the most 
appropriate tool for strengthening the resilience of the parameter 
"Indicating disruption of critical entity resilience" is the Critical Entities 
Resilience Failure Indication (CERFI Tool) [6]. This tool achieves the 
highest level of economy (it is a freely available tool; the personnel and 
time requirements are minimal), a very high level of effectiveness (it is 
an intuitive tool designed directly for the self-assessment of disruption of 
critical entity resilience) and a very high level of expected resilience (the 
result of the assessment is immediately indicated potential disruptions of 
the critical entity resilience, which can be immediately minimized). 

Step 8: Implementation of selected strengthening tools

Once appropriate tools have been selected to strengthen the resil
ience of parameters, it is necessary to implement them. The imple
mentation process should generally fulfil the essence of the Deming 
cycle [257]. For this purpose, it is advisable to prepare an imple
mentation plan, which should include a set of activities aimed at effec
tively and systematically applying the selected tools at the required time 

Fig. 3. Procedure for strengthening the critical entities internal resilience (extension of the CERA method).
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(see Fig. 5).
The first step in the process of implementing the strengthening tools 

is the publication of an internal document (policy, regulation, regula
tion) that will contain all the information necessary to implement the 
tools into the processes and resources of the critical entity. Furthermore, 
it is necessary to determine and inform responsible persons about the 
changes that will be made. Subsequently, the phase of the actual 
application of the strengthening tools can be started, which will be 
continuously monitored and, in case of deficiencies, will be adapted to 
the current conditions. If the conditions are updated during the imple
mentation process, it is necessary to revise and re-implement the phase 
of application of strengthening tools.

In the case of the implementation of the selected tool to strengthen 
the resilience of the parameter "Indicating disruption of critical entity 
resilience", the procedure is carried out in accordance with the process 
presented above, in the following steps: 

- an internal directive is issued by the critical entity director estab
lishing the implementation procedure of the CERFI Tool in order to 
strengthen the critical entity resilience;

- in this directive 1) the specific processes to which the implementa
tion is concerned are defined, 2) the responsible persons are deter
mined, i.e. the Critical Entity’s Security Liaison Officer and the 
administrators of individual processes, and 3) the amount of finan
cial resources allocated for the implementation is determined;

- the application of the CERFI Tool to selected processes is imple
mented according to the procedure that is part of this tool, and is 
continuously monitored and coordinated by the Security Liaison 
Officer at all times;

- after the end of the CERFI Tool application, their monitoring is 
continued for the affected processes, which consists, among other 
things, in a time-graded reassessment of the critical entity resilience;

- in case the new resilience values do not reach the expected level, it is 
advisable to update the application of the strengthening tool, e.g. by 
choosing another suitable tool.

Step 9: Reviewing the effectiveness of implementation of 
strengthening tools

The final step in the resilience-building process is to review the 

effectiveness of the implementation of strengthening tools. Assessment 
of their effectiveness can be done based on the results of a critical entity 
internal audit [131]. An example can be a reference model for auditing 
organizational resilience [258]. However, for a more detailed review of 
effectiveness, it is advisable to apply the Gap Analysis method based on 
the results of the internal audit [259]. The essence of this method is the 
comparison of the required/planned level of critical entity resilience 
with the actual state.

In the case of the implementation of the CERFI Tool to strengthen the 
resilience of the parameter "Indicating disruption of critical entity 
resilience", it is sufficient to review the effectiveness of this imple
mentation through an internal audit. As part of this review, attention 
should be paid in particular to the applicability of the newly defined 
indicators and the analysis of the indicated critical points of failure of 
the critical entity resilience.

The result of the assessment of the effectiveness of the implementa
tion of strengthening tools can be, for example, a comparison table that 
provides an overall picture of the fulfilment of the expected benefit. If 
these expectations are not fulfilled, the process of strengthening the 
critical entity resilience becomes insufficient. In such a case, it is 
advisable to reassess the level of resilience components (see Step 4 of the 
CERA method), identify parameters with an insufficient level of resil
ience (see Step 5 of the CERA method) and repeat the process of 
strengthening the critical entity resilience (see Steps 6–9 of the CERA 
method). With this step, the entire process of strengthening the critical 
entities resilience against small-scale disasters is concluded.

4.4. Summary – pros and cons

The main part of the article presents a total of 161 tools suitable for 
strengthening the critical entities resilience to small-scale disasters. The 
following text is focused on defining their benefits, but also on the 
limitations that limit their implementation. Attention is paid in partic
ular to the assessment of the financial requirements, knowledge and 
process requirements for implementation and operation, effectiveness, 
sustainability and, last but not least, the potential of these tools.

The main benefits of these tools include the fact that most of these 
tools are publicly available, thereby minimizing the acquisition costs for 
critical entities. The exceptions are various software solutions used for 
risk management, such as Enterprise Risk Management Tools, incident 

Fig. 4. Selection of a tool suitable for strengthening the resilience of the parameter "Indicating disruption of critical entity resilience".

Fig. 5. The process of implementing tools to strengthen the resilience of parameters (created by [107]).
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modelling, i.e. FLACS-CFD explosion, fire & dispersion modelling soft
ware, or financial software tools for expense automation, such as Zoho 
Expense, Rydoo, Emburse Certify, Expensify, Everlance. In addition, 
other necessary expenses can be considered, for example, the costs of 
implementing smart or unmanned systems or artificial intelligence, 
which represent significant investments in existing systems. Another 
financial burden can be seen in the implementation of simulation 
models, such as SimMan, digital twins, virtual or augmented reality, or 
the use of CAD Simulation and Analysis. It should also be mentioned that 
operating costs reach a standard level and are mainly related to 
personnel costs. Other not very high costs may be related, for example, 
to professional training or the purchase of support services. However, 
these costs may be partially offset by income from grant projects or 
subsidy programs.

A significant limitation in the implementation and operation of these 
tools is the knowledge and process complexity. Most tools require spe
cial professional knowledge or directly professional competence, which 
requires either long-term training of internal employees or the purchase 
of experts from the external environment. Specifically, these are tools 
focused on physical security, such as Security, unarmed or armed se
curity guards, Guard Dog Security, and Video Surveillance Operators. 
The demands for increased knowledge of personnel also require tools 
that are associated with the so-called integrated management system, i. 
e. a combination of Quality management system, Environmental man
agement system, and Occupational health and safety management sys
tem. Considerable knowledge and process complexity is also required in 
the case of a security incident management system. If special teams 
(SOC, CERT, CSIRT) are created or security documentation is created 
and subsequently managed (critical entity crisis preparedness plan, in
ternal emergency plan, business continuity management system), it is 
essential that the responsible persons have the required expertise. 
Extended knowledge competencies are also required for the application 
of tools supporting investment in innovation, in particular financial and 
investment planning and financial control tools. These tools require an 
advanced level of expertise and knowledge. In contrast, professional 
competence is required for tools that are associated with the critical 
infrastructure resistance strengthening, i.e. securing the infrastructure 
against the three key hazards, i.e. against the effects of fire, seismic 
activity and explosion. Professional competence is also required when 
using unmanned systems. Here, it is a legal obligation for users of these 
systems to pass the appropriate tests and thus obtain the required 
authorization to use them.

Attention must also be paid to the assessment of the presented tools 
effectiveness. In the context of the previous two aspects, this is the most 
demanding phase of the assessment, because the resulting values may be 
considered to some extent subjective by some critical entities. The most 
appropriate way to assess the effectiveness of the applied tools is a 
comparative assessment of the critical entity internal resilience. The 
essence of this approach is to compare the resilience levels before and 
after the application of specific tools. The resilience assessment must 
always be carried out using the same method, and the resulting value 
can be further confronted with the amount of costs spent on the appli
cation of the tools. A significant limitation of this approach is the fact 
that only a limited number of methods are currently available for 
assessing the critical entities resilience.

For the effective use of tools, their long-term sustainability based on 
the flexibility of these tools is also important. Ensuring this sustain
ability is not easy, as it requires constant adaptation to dynamic changes 
in various areas, e.g. market changes, technological progress or changes 
in legislation. The flexibility of the tools therefore represents a certain 
limitation in their implementation. Based on this fact, the authors 
recommend primarily using the 3E method, through which long-term 
sustainability can be ensured to a certain extent. If any tool is to be 
truly sustainable in the long term, it is necessary to take these tools into 
account in the long-term budget, i.e. the tools should be part of the 
financial plan, require reviewing the functionality of the tools and, of 

course, setting up a feedback system.
The final topic of the summary is undoubtedly the assessment of the 

application tools potential. Primarily, these tools are intended to 
strengthen the critical entities resilience against small-scale disasters. 
However, it is necessary to point out that their secondary benefit should 
also be seen in strengthening the reliability and quality of the basic 
services provided. The implementation of tools contributes to the opti
mization of management processes and the effective allocation of re
sources. Critical entities thus strengthen not only the internal resilience, 
but also the microenvironment of the organization.

5. Conclusion

At the end of 2022, a new approach to the protection of critical 
infrastructure was adopted in the countries of the European Union, 
which is based on the critical entities’ resilience. The essence of this 
approach is to strengthen resilience not only in the area of critical in
frastructures, but also of critical entities that are their owners or oper
ators. As a result of this change, it is therefore necessary to pay attention 
to strengthening resilience not only in the technical area, but also in 
managerial, process and resource areas. Based on these facts, 161 tools 
suitable for strengthening the critical entities internal resilience against 
small-scale disasters were classified and defined in this article.

Based on their nature, these strengthening tools are broadly classi
fied according to their applicability to strengthen subject or infrastruc
ture resilience in the context of individual components, i.e. resistance, 
robustness, recoverability and adaptability. In this context, the article 
defined the environment and procedure for strengthening the critical 
entities internal resilience. This procedure extends the application of the 
existing CERA method, which was originally designed for the purpose of 
assessing the critical entities resilience to small-scale disasters. An 
example of a practical application of the proposed procedure is pre
sented at design part of the article.

The strengthening tools, as well as the procedure for their selection 
and implementation, are applicable to all critical entities providing 
essential services in technically oriented sectors. In the case of appli
cation to critical entities providing essential services in socio- 
economically oriented sectors, the tools strengthening entity resilience 
could be fully utilized. Tools designed to strengthen infrastructural 
resilience would have to be modified according to the specifics of indi
vidual socio-economic sectors. The process of strengthening resilience, 
as well as the possible modification of strengthening tools, should al
ways be implemented in the presence of the Security Liaison Officer.

In conclusion, it should be noted that follow-up research should be 
focused primarily on detailed elaboration of the cyber dimension of the 
critical entity resilience system, including tools for strengthening the 
critical entities resilience within this dimension. Attention should also 
be paid to assessing the effectiveness of individual tools in strengthening 
the critical entity resilience as a whole. More attention should also be 
paid to tools for strengthening the critical entities resilience providing 
essential services in socio-economically oriented sectors.
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E. Zimányi (Eds.), Business Intelligence. eBISS 2012. Lecture Notes in Business 
Information Processing, Business Intelligence. eBISS 2012. Lecture Notes in 
Business Information Processing, 138, Springer, Berlin, Heidelberg, 2013, https:// 
doi.org/10.1007/978-3-642-36318-4_2.

[172] European Comission, Horizon Europe, 2024. https://research-and-innovation.ec. 
europa.eu/funding/funding-opportunities/funding-programmes-and-open-call 
s/horizon-europe_en (accessed 19 December 2024).

[173] ISO 56000, Innovation Management, International Organization for 
Standardization, Geneva, 2020.
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